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Creating a personal access token (classic) 

Note 

Organization owners can restrict the access of personal access token (classic) to their 
organization. If you try to use a personal access token (classic) to access resources in an 
organization that has disabled personal access token (classic) access, your request will 
fail with a 403 response. Instead, you must use a GitHub App, OAuth app, or fine-grained 
personal access token. 

Warning 

Your personal access token (classic) can access every repository that you can access. 
GitHub recommends that you use fine-grained personal access tokens instead, which 
you can restrict to specific repositories. Fine-grained personal access tokens also 
enable you to specify fine-grained permissions instead of broad scopes. 

1. Verify your email address, if it hasn't been verified yet. 

2. In the upper-right corner of any page on GitHub, click your profile picture, then 
click  Settings. 

3. In the left sidebar, click  Developer settings. 

4. In the left sidebar, under  Personal access tokens, click Tokens (classic). 

5. Select Generate new token, then click Generate new token (classic). 

6. In the "Note" field, give your token a descriptive name. 

7. To give your token an expiration, select Expiration, then choose a default option 
or click Custom to enter a date. 

8. Select the scopes you'd like to grant this token. To use your token to access 
repositories from the command line, select repo. A token with no assigned 
scopes can only access public information. For more information, see Scopes for 
OAuth apps. 

9. Click Generate token. 

10. Optionally, to copy the new token to your clipboard, click . 
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11. To use your token to access resources owned by an organization that uses SAML 
single sign-on, authorize the token. For more information, see Authorizing a 
personal access token for use with single sign-on in the GitHub Enterprise Cloud 
documentation. 

Deleting a personal access token 
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